


Contents
Revision History   .................................................................................................................. 2

Introduction  ................................................................................................................3

Conventions Used in this Guide  ........................................................................................ 3

12 Requirements of the PCI - DSS  ..................................................................................... 4

PCI Overview   .............................................................................................................4

PA DSS v2.0 (RSD COMPLIANCE)  ....................................................................................... 5

PCI-DSS Compliance and PA-DSS Validation Differences  ............................................ 5

Build and Maintain a Secure Network  ............................................................................. 6

SuperSalon® and the PCI-DSS   ................................................................................6

Network Requirements  ...................................................................................................... 7

Data Protection  .................................................................................................................... 9

Security Administrators – Key Management  .................................................................. 9

Security Administrator – Key Custodian Form Requirements  .................................. 10

Data Storage  ........................................................................................................................11

Electronic Data  ....................................................................................................................12

Physical Data  .......................................................................................................................12

Backup Media  ......................................................................................................................13

Vulnerability Testing  .......................................................................................................... 14

Maintaining Vulnerability Management   ............................................................14

Anti-Virus Software  ............................................................................................................17

System Access and Connectivity  .................................................................................... 18

Implement  Access Control Measures  .................................................................18

Internal Account Access  .................................................................................................... 19

Remote Account Access  ................................................................................................... 19

Administrator Account Access  ........................................................................................ 20

RSD Security Auditing and Logging  ................................................................................ 22

Regularly Monitor and Test Networks   ................................................................22

Security Auditing  ................................................................................................................ 23



Application Audit Trails  ..................................................................................................... 24

Maintain an Information Security Policy  ............................................................25

Create a Security Policy  .................................................................................................... 25

Remove Historical Credit Card Data (PA-DSS 1.1.4.a)  .................................................. 26

Authentication Data Needs Special Handling (PA-DSS 1.1.5.c)  .................................. 26

Payment Application Data Security Standard  ....................................................26

Purging of Cardholder Data (PA-DSS 2.1.a)  ................................................................... 27

Key Management Roles and Responsibilities (PA-DSS 2.5 and PA-DSS 2.6)  ........... 27

Securely Manipulate Encryption Keys  ........................................................................... 27

Removal of Cryptographic Material (PA-DSS 2.7.a)  ...................................................... 28

Payment Application Authentication Credentials (PA-DSS 3.1.c and PA-DSS 3.2)  . 28

Audit Trails and Centralized Logging (PA-DSS 4.1, PA-DSS 4.3 and PA-DSS 4.4)  ..... 29

Necessary Components, Dependent Software, and Hardware (PA-DSS 5.4)  ........ 30

PCI-Compliant Wireless Settings (PA-DSS 6.1.b and PA-DSS 6.2.b)  .......................... 31

Data Transport Encryption (PA-DSS 11.1)  ...................................................................... 32

PCI-Compliant Use of Messaging Technologies (PA-DSS 11.2)  .................................. 32

Non-console Administration (PA-DSS 12.1)  ................................................................... 32

VPN or High Speed “Always On” Connections (PA-DSS 12.3.9)  ................................. 33



Revision History

2

Name Title Date of Update Summary of Changes
2015 Implementations Guide v2.0.2 1/1/2015 Updated existing 

document to new 
presentational 
standards, and new 
revision tickets added 
to history.

2014 Implementations Guide v2.0.1 3/13/2014 Added content 
surrounding
patch management to
satisfy PA-DSS v2.0
requirements.

SuperSalon v5.6.5.13c 10/21/2014 #16187 Fixed issue 
that affects voids on 
the First Data report-
ing.

SuperSalon v5.6.5.13 5/12/2014 #15622 Added 
MySQL5 support

SuperSalon v5.6.5.10 12/23/2013 #15435 Zip node sent 
in securenet XML 
causing issues.

SuperSalon
v5.6.5.9 12/20/2013 #15351 Manual 

transactions
should not be subject 
to offline processing.

SuperSalon v5.6.5.8 12/11/2013 #15358 Moneris 
(Canada) CC + SVS 
integration.

SuperSalon
v5.6.5.7 12/2/2013 #15228 First Data 

transactions not 
appearing on the 
closeout CC helper 
detail printout.

SuperSalon v5.6.5.6 11/15/2013 #14052 Merge First 
Data integration 
changes in.



Introduction

3

Conventions Used in this Guide

This document is intended as a quick reference guide to provide users with information 
concerning RSD’s adherence to the PCI Data Security Standard concerning PCI-DSS compliance 
and RSD Management Systems to the Payment Card Industry Data Security (PA-DSS) maintained 
by the PCI Security Standards Council. This document relates specifically to RSD’s SuperSalon® 
software.

Symbol Title Meaning
PCI-DSS
PA-DSS

Guidance

Provides additional guidance 
as to what actions should be 
taken according to PCI-DSS or 
PA-DSS requirements.

Potential Non-compliance 
Pitfalls

Highlights potential problems 
areas, required PCI DSS 
practices and/or provides 
cautionary information 
against potential compliance 
misunderstandings and 
violations.

NOTES Provides additional 
information or resource 
locations regarding an 
aspect of the application, a 
procedure, PCI-DSS or PA-DSS 
requirements.
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12 Requirements of the PCI - DSS

Failure to comply can result in denial or revocation of your organization’s 
ability to process credit cards. Non-compliance also places your 
organization at risk of legal and/or civil consequences if credit card 
information becomes compromised.

This document is being provided as a guide to assist you with becoming 
and remaining PCI compliant in conjunction with your organization’s PCI-
DSS certification.

The Payment Card Industry Security Standards Council was formed as a result of collaboration 
between Visa, MasterCard, AMEX, Discover, and JCB to create and standardize common 
payment security requirements across the entire credit card industry. The result was a new 
merchant security standard called Payment Card Industry Data Security Standard (PCI-DSS or 
simply referred to as “PCI”). This multi-faceted, constantly evolving security standard includes 
requirements for security management, policies, procedures, network architecture, software 
design and other critical protective measures. It is intended to help organizations proactively 
protect their customer account data in today’s rapidly changing internet and computing 
environment.

Credit card companies are requiring compliance with PCI standards for every entity that is 
involved in the storage, processing, or transmission of credit card information.

Build and Maintain a Secure Network
1. Install and maintain a firewall configuration to protect data.
2. Do not use vendor supplied defaults for system passwords and other security parameters.

Protect Cardholder Data
3. Protect stored data.
4. Encrypt transmission of cardholder data and sensitive information across public networks.

Maintain a Vulnerability Management Program
5. Use and regularly update anti-virus software.
6. Develop and maintain secure systems and applications.

Implement Strong Access Control Measures
7. Restrict access to data by business need-to-know.
8. Assign a unique ID to each person with computer access.
9. Restrict physical access to cardholder data.

Regularly Monitor and Test Networks
10. Track and monitor all access to network resources and cardholder data.
11. Regularly test security systems and processes.

Maintain an Information Security Policy
12. Maintain a policy that addresses information security.
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For further information on complete merchant responsibilities under 
PCI-DSS Requirements, please refer to resources available from the PCI 
Security Standards Council at: https://www.pcisecuritystandards.org/
index.shtml

PA DSS v2.0 (RSD COMPLIANCE)
RSD’s SuperSalon®, when used as designed, has been certified as compliant under the Payment 
Application Data Security Standard v2.0 (PA-DSS). PA-DSS v2.0 is a security standard that applies 
to software vendors that develop credit card applications for merchants. Software compliance 
does not automatically make you, as a merchant, PCI compliant, but it is an important and 
necessary step toward minimizing the potential for security breaches leading to compromises of 
sensitive cardholder data.

PCI-DSS Compliance and PA-DSS Validation Differences
As a software vendor, RSD’s responsibility is to be PA-DSS Certified. RSD performs internal 
assessment and certification compliance reviews with Datassurant, our independent PA-
QSA assessment firm, to ensure that SuperSalon® conforms to industry best practices when 
handling, managing and storing payment related information.

PA-DSS is the standard against which SuperSalon® is being tested, assessed, and certified.

PCI-DSS Compliance is then later obtained by the merchant, and is an assessment of their actual 
server (or hosting) environment.

While RSD recognizes the importance of upholding cardholder data 
security and integrity, most if not all any parameters of the PCI Data 
Security Standard and the process of achieving and maintaining ‘PCI-DSS 
Compliance’ is the responsibility of the merchant or services provider, using 
PCI-DSS compliant server architecture along with proper hardware/software 
configurations, access control procedures and a clearly defined Enterprise 
security policy covering at a minimum all PCI-DSS applicable areas.

This guide contains sections containing descriptions for each of the 12 PCI 
Data Security Standard requirements; including information explaining how the SuperSalon® 
software conforms to the PCI Data Security Standard.

The PA-DSS Certification is intended to ensure that RSD will help our clients more easily meet, 
achieve and maintain PCI-DSS compliant environments.
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Build and Maintain a Secure Network
Install and maintain a firewall configuration to protect cardholder data.
Your entire network must be protected with a firewall which is configured to deny all traffic 
except that which you expressly need and permit in order for your business to function. Your 
firewall configurations must be documented and reviewed regularly to insure that they continue 
to meet the standard.

SuperSalon® does not store any cardholder data. However it is recommended to segregate any 
computer which does store cardholder data from the rest of your network and from any public 
access.

Do not use vendor-supplied defaults for system passwords and other security parameters.
In Section 3.3 below, we provide guidance on creating and managing passwords for Windows 
and SuperSalon®. However, you must be vigilant about passwords for all areas of your network 
infrastructure, which includes network administration and monitoring, firewall and router 
appliances, and wireless devices.

Installation
New SuperSalon® installations will meet all PA DSS v2.0 compliance requirements.

Upgrade
The SuperSalon®upgrade process will automatically remove any non-compliant data that may 
have been stored by previous versions, making your upgraded copy of SuperSalon® PA DSS v2.0 
compliant.

Previous RSD Versions
SuperSalon® revisions prior to v5.6 may not be PCI compliant. Please contact RSD to discuss an 
upgrade.

PCI DSS v2.0 (Merchant Compliance)
The basic requirements that a merchant must meet in order to become certified as PCI-
compliant are listed below. Use this information to develop a formalized PCI Security Policy 
document for your organization. Please keep in mind that your PCI Security Policy will be unique 
to your company and methods of doing business.
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Wired Network

Communication Server Connection Requirements
• An RSD approved and configured processing platform is required for PA-DSS compliancy in 

conjunction with SuperSalon®
• Heartland, SecureNet, FirstData, Moneris and Aurus are the only approved platforms.
• It is required that a secure connection between the RSD application server and the 

processing server be established and maintained at all times
• Encryption via IPsec is the certified method of security for transmissions between 

SuperSalon® and the communications server. Listed below are three scenarios to accomplish 
secure transmission:

1.) A Windows security policy can be setup to ensure all communications between the two 
servers are encrypted via IPsec.

2.) Installation and implement secure network interface cards which will facilitate IPsec 
communication between both servers.

3.) A point to point hardware based IPsec VPN between both servers can also be utilized

• As with all encrypted communication, you may experience a slight performance impact. 
Please refer to the RSD hardware requirements document for both SuperSalon® and the 
communications server for recommended minimum requirement specifications.

• In the event communications are not encrypted between the RSD application server and the 
Communications server, it will render SuperSalon® non-compliant.

Wireless Network

Note - SuperSalon® was not developed to process payments over a wireless network. RSD strongly 
discourages the use of wireless devices in any environment handling cardholder data. If you choose 
to install a wireless device in the same environment as SuperSalon®, you must strictly adhere to the 
following requirements:

Firewall
• Install perimeter firewalls between any wireless networks and the SuperSalon® POS. 

Configure these firewalls to deny or control necessary traffic from the wireless environment 
into the POS terminal.

• Your wireless firewall configuration must be documented and reviewed regularly to ensure 
that it continues to meet PCI standards.

Network Requirements
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Connection
• Wireless routers should automatically disable during off-hours.
• Wireless connections should be configured to use the highest level of encryption possible. Do 

not use common WEP encryption which is the default of many wireless routers.
• WEP is prohibited on new implementations after March 31, 2009
• WEP is prohibited on existing implementations after June 30, 2010.

Authentication
• For wireless environments connected to the POS or transmitting cardholder data, change 

wireless vendor defaults, including but not limited to default wireless encryption keys, 
passwords, and SNMP community strings.

• Ensure wireless networks transmitting cardholder data or connected to RSD use industry 
best practices (for example, IEEE 802.11i) to implement strong encryption for authentication 
and transmission.

• Do not use vendor supplied default passwords and security parameters on wireless network 
devices.

• All Wireless Network device passwords and encryption keys must be changed immediately 
when a user with knowledge of the passwords and/or keys leaves the company or changes 
positions within the company.

Firewall
In accordance with PCI-DSS v2.0 and industry best practices; RSD strongly recommends that:

• All systems containing sensitive information (servers, databases, 
wireless access points, etc.) reside behind a firewall in order to protect 
that data as well as meet PCI-DSS requirements.
• Your entire network must be protected with a firewall configured to 
deny all traffic except that which you expressly need and permit in order 
for your business to function.
• Your firewall configuration must be documented and reviewed 
regularly to insure that it continues to meet PCI standards.
• Personal Computers, PDAs, Pocket PCs, laptops and any other devices 

that use remote-access technologies to access the SuperSalon® POS require the installation 
of a personal firewall directly on the device.
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Protect stored cardholder data
You must develop a data retention and disposal policy as well as monitoring procedures to 
ensure that your policies are adhered to. Generally, cardholder data must not be stored longer 
than is strictly necessary for business, and certain items (such as the PIN) cannot be stored at all.

No cardholder data is stored in SuperSalon®. SuperSalon® uses encrypting card readers that 
encrypt transactions from card swipe all the way to the payment processor.

Encrypt transmission of cardholder data across open, public networks
Not only must the data be encrypted when it is stored, it must be encrypted any time it is 
in transit across the Internet or a network. SuperSalon® uses encrypting card readers that 
encrypt transactions from card swipe all the way to the payment processor. However, you are 
responsible for the secure transmission of information when using remote connections, VPNs, 
wireless devices, email, websites, etc.

Protect Cardholder Data

Operating System Security ‘Hardening’
• The operating system needs to be ‘Hardened’ in order to remediate security vulnerabilities.
• For detailed information regarding operating system Hardening, please refer to Microsoft 

documentation for Windows. Information is also available at www.microsoft.com
• Ports should only be enabled that are needed for your specific communication needs
• Windows operating systems should only have services installed that are specifically utilized
• Failing to harden all operating systems utilized for SuperSalon® will render the software non-

compliant

Data Protection

Note - Key management is handled by the credit card processing companies and the card reader 
manufacturers. The end user does not have access to any encryption keys.

Assignment
• Key employees in your organization should be given the ability to configure and maintain 

your payment settings and change passwords. These employees will be known as Security 
Administrators.

• Restrict key access to the fewest number of Security Administrators necessary. A minimum of 
2 Security Administrators should be assigned, both a primary and secondary.

• It is essential that at least 1 Security Administrator be available at all times. Vacation and 
holidays should be scheduled based on the availability of one Administrator.

Security Administrators – Key Management
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Compliance
• The Security Administrators must be familiar with every aspect of your PCI Security Policy and 

your policies must ensure their compliance.
• Require that each Security Administrator sign a form detailing the responsibilities you have 

assigned them while creating your PCI Security Policy.

Although RSD currently provides key custodianship for many of its customers, as part of PCI-
DSS compliant key management practices, merchants are still required to have an internal 
key custodian and that the key custodian sign a form (which can be created in-house) simply 
agreeing or attesting that they understand and accept their data security and encryption key 
custodian responsibilities.

The following list provides sample items from which system owners / administrators can develop 
a key custodial agreement form for authorized members of their merchant organization. The 
custodial agreement should indicate:

• That Security Administrators authorized to administer SuperSalon® encryption keys (a.k.a. 
‘key custodians’) are required to sign the agreement document as a condition of employment 
with the merchant organization and to indicate acceptance of custodial responsibilities.

• That the key custodian is in employment with the merchant organization on the date signed
• That the key custodian has been provided access to SuperSalon® system security 

components (software, key-files, equipment, documentation, passwords) and agrees that, he 
or she:

1.) Understand that cryptographic encryption keys and information relating to the merchant 
organization’s PCI security infrastructure and cryptographic controls are most sensitive to the 
company.

2.) Has read and understood the merchant organization’s information security policies and 
agrees to comply with those policies to the best of their ability (see PCI DSS Req.12)

3.) Understands that non-compliance with the merchant organization’s information security 
policies can lead to disciplinary and/or legal action.

4.) Understands that exceptions to compliance will only occur where compliance would violate 
local, state, or federal law, or where a senior officer of the merchant organization or law 
enforcement officer has given prior authorization.

Security Administrator – Key Custodian Form Requirements
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5.) Agrees never to divulge any key management or related security system passwords, 
processes, security hardware or secrets associated with the merchant organization’s systems 
to any third party, including other key custodians, unless authorized by a senior officer of the 
merchant organization or required to do so by law enforcement officers.

• Agrees to report promptly and in full to the correct merchant organization personnel, 
any suspicious activity, including but not limited to key compromise or suspected key 
compromise, and other activity which can include:

1. Indications of unauthorized system use or access.
2. Phone, email, text, or other message requests from unidentified sources requesting access to 

secure systems or information.
3. Unidentifiable files or applications found on systems in the cardholder data environment.
4. Unusual activity recorded in log files.
5. That the key custodian has been given the ability to raise questions about the agreement and 

has had those questions answered satisfactory.
6. That the custodian agrees to all points and understands an original copy of the agreement 

will be held on their personnel record and kept by the merchant organization for an 
indefinite period.

7. That the agreement is dated, with the custodian’s name printed & signed, and was witnessed 
by a senior officer of the merchant organization. 

Data Storage
Cardholder data handling
• Some information must be retained for accountability, financial reporting, and future 

transactions. Your corporate Data Retention Policy must indicate the purpose for retention 
and the length of time you will retain each type of data. Take care to consider the physical 
security of your backup files when creating your Data Retention Policy. While backups are 
necessary, it is not appropriate to retain large numbers of backup files for long periods of 
time. And while it is appropriate to take backups offsite, their security while in transit and in 
storage must be considered. No cardholder data is stored in SuperSalon®.

• SuperSalon® should never have direct Internet connectivity or be assigned a public IP 
Address.
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Electronic Data
Storage
• Cardholder data that is stored or transmitted via the Internet, e-mail, fax or wireless 

networks must be encrypted and protected from unauthorized access.
• RSD does not allow the transmission of cardholder data via e-mail, iOffice messages, instant 

messaging or other medium.
• PIN numbers, Card Validation Codes and the full contents of magnetic stripe tracks are 

NEVER stored in SuperSalon®.

Retention
• Data should not be stored longer than is strictly necessary. No cardholder data is stored in 

SuperSalon®.

Access
• There is never a need for an RSD analyst to extract or remove any sensitive data such as 

Track Data, CW, Pin or Pin Block data from a client’s server for troubleshooting or testing as 
this data is not stored in the first place. Therefore, this data is never returned to RSD.

Logs
• Access logs for truncated cardholder data (minimal data kept for reporting purposes) should 

be reviewed and maintained for an indefinite time period.

Physical Data
Your physical security practices are the outer perimeter of your data security. Give consideration 
to alarm systems, security cameras, wireless devices, the location of servers and other computer 
equipment, and the handling of physical media such as backup tapes or disks, etc. Your policies 
must address access by employees, visitors, and vendors.

When not needed for a stated business purpose, your procedures should include shredding or 
otherwise destroying physical records and media which contain cardholder information.

Storage
• Handwritten cardholder data, encryption keys or encryption passwords must be stored in a 

secure, supervised area.
• PIN numbers, Card Validation Codes, full unencrypted card numbers and the full contents of 

magnetic stripe tracks should NEVER be stored.

Retention
• Inspect your paper files and remove any sensitive data that should not be stored during your 

compliance procedure. (PIN numbers, etc.).
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• Physical copies of sensitive data should adhere to the same retention policies as electronic 
data. When no longer necessary for stated business purposes documents containing 
cardholder information should be shredded or otherwise destroyed.

Access
• You should only grant permission to select users so they can view physical cardholder data. 

The number of users with access should be strictly limited.
• Limit physical access to secure areas where data is stored.

There is never a need for RSD to extract or remove any sensitive data such as Track Data, CW, 
Pin or Pin Block data from a client’s server for troubleshooting or testing. Therefore, this data is 
never returned to RSD.

Backup Media
Storage
• Backup media should be stored in a secure, supervised area both on and offsite.

Retention
• Backup media should adhere to the same retention policies as electronic data. When no 

longer necessary the media should be overwritten or destroyed.

Access
• You should only grant permission to select users so they can view physical cardholder data. 

The number of users with access should be strictly limited.
• Limit physical access to secure areas where backup media is stored both on and offsite.
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Vulnerability Testing

Develop and maintain secure systems and applications
As new security risks are identified, you must be prepared to meet them. Vendors such as 
Microsoft regularly release updates and patches to improve their software and remove or limit 
vulnerabilities. You must be vigilant to obtain and install security patches quickly when they are 
released. Your policy must ensure that you are keeping up to date with software releases for 
your operating system, SuperSalon®, any internally developed applications, appliance firmware, 
etc.

In addition, if you are hosting your own website, any web-facing applications must be protected 
by an “application layer” firewall – one which inspects the web traffic at a deeper layer than just 
the IP address and port.

Use and regularly update anti-virus software
Anti-virus software is a critical component of your network security, and should be deployed 
to protect your network and each computer or other device (such as disks or USB drives) 
that may connect to it. On systems purchased from RSD, Microsoft Security Essentials will be 
installed and configured to automatically update and run nightly, full scans. Your policy should 
ensure that anti-virus software is updated frequently and that you are monitoring the logs that 
it generates continually. You should also install software which guards against other hazards 
such as spyware, worms, Trojans, and any malicious software which may attack your network 
environment.

• Good security practices must include testing to identify potential vulnerabilities and develop 
appropriate safeguards. PCI standards require that you perform an external vulnerability 
scan by a qualified vendor at least quarterly. Results of the scan must be submitted to the PCI 
Security Standards Council. Approved Scanning Vendors (ASVs) are listed on the PCI Security 
Standards Council website.

Rogers uses Acunetix (http://www.acunetix.com/) to detect vulnerabilities within SuperSalon®. 
This is hosted on a standalone Virtual Machine with access to the latest version of SuperSalon® 
(as installed at a client site, not development environment). It is kept up to date as part of the 
scan process and the scan is executed while preparing the detailed roadmap for every release 
and repeated as part of the QA process.

Once the scan has been executed, a report is generated detailing each vulnerability that 
has been discovered and ranking each vulnerability into 4 categories (High, Medium, Low, 
Informational). These categories tie very closely to the NVD standards for vulnerability ranking 
(http://nvd.nist.gov/cvss.cfm? calculator&version=2).
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• Anything flagged as ‘High’ is to be immediately fixed prior to release, any ‘High’ discovered 
after release or brought to the attention of Rogers Software (by any source) will be 
immediately fixed and pushed out as a hot fix security release.

• Anything flagged as ‘Med’ is to be fixed prior to release, any ‘Med’ discovered after release or 
brought to the attention of Rogers Software will be fixed and pushed out in the next release. 
(Or earlier at the discretion of the Development Director).

• Anything flagged as ‘Low’ is to be fixed at the discretion of the Development Director
• Anything flagged as ‘Informational’ is to be fixed at the discretion of the Development 

Director

Process for running a scan:
• The Development Director initiates the start of the process. The Dev Lead responsible for the 

build / milestone is responsible for running and monitoring the tests.
• Acunetix is updated on security machine (There is a prompt when Acunetix is loaded if a new 

update is available)
• SuperSalon® is updated / installed with the latest version
• Run Acunetix (will take a while, so leave machine running)
• Obtain the report, step through the items:
1. Each different HIGH is to be passed to the Product Manager and the Development Director 

as a single ticket for immediate resolution. It is the Product Manager’s responsibility to 
ensure these are treated as a priority. (If one issue is reported with 10 instances, one ticket is 
created).

2. Each different MEDIUM is to be passed to the Product Manager to confirm whether this issue 
is already on the road map, or to be included. If it is already on the roadmap, then it is be 
confirmed that it is in the current release as a ‘must have’ in the release pipeline.

3. Each different LOW is to be passed to the Development Director to confirm whether this 
issue is already on the road map, or to be included.

4. Each different INFORM is to be passed to the Development Director to confirm whether this 
issue is already on the road map, or to be included.

Every time the security scan is executed, the resulting report is to be attached to this wiki page 
to keep a historical record of when issues were detected. (Acunetix tracks previous scans, but in 
the interest of backups and easy access, the wiki is also to be used)

The scan is also executed as part of the final QA sign off for each release to confirm all instances 
of the reported issues have been resolved. The process is the same as the pre-release check, 
but the ticket in the development system is checked against the final vulnerability report before 
the development ticket can be closed. Any new HIGH issues discovered are to be immediately 
reported to the Development Director.
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False Positives:
Acunetix allows for the tagging and tracking of false positives. Given the option to accidentally or 
purposely hide detected vulnerabilities, this feature is not be used.

Complete workflow of a detected vulnerability:
1. Next release is started.
2. Development Director organizes the start of the scan.
3. Ticket is created per threat and assigned a ‘Must have’ priority - Product Manager to ensure 

ticket stays in scope.
4. Ticket moves through pipeline to developer to fix.
5. Developer commits the fix.
6. Nightly QA Automation passes all green (this is not a security test, just a regression test)
7. Ticker on hold until build is the dev complete.
8. Development Director re-runs the threat test on Acunteix.
9. Ticket is confirmed to resolve the issue - or sent back to development if the issue is still 

present.
10. Ticket is closed.
11. Build is released.

Examples of Vulnerabilities:

SQL Injection
• HIGH
• Attacker can enter SQL commands as part of standard inputs in an attempt to execute 

unauthorized SQL on the target machine.
• This is generally not an issue for SuperSalon® as the framework cleans up all SQL before it is 

executed against the DB. However, it is still checked for as part of the vulnerability scan

XSS
• HIGH
• Cross site scripting (also referred to as XSS) is a vulnerability that allows an attacker to send 

malicious code (usually in the form of Javascript) to another user. Because a browser cannot 
know if the script should be trusted or not, it will execute the script in the user context 
allowing the attacker to access any cookies or session tokens retained by the browser.

Directory Traversal
• HIGH
• Directory Traversal is a vulnerability which allows attackers to access restricted directories 

and execute commands outside of the web server’s root directory.
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HTTP Parameter Pollution attacks
• HIGH
• HPP attacks consist of injecting encoded query string delimiters into other existing 

parameters. If the web application does not properly sanitize the user input, a malicious 
user can compromise the logic of the application to perform either clientside or server-side 
attacks.

File inclusion attacks
• HIGH
• A script includes a file which name is determined using user-supplied data. If this data is not 

properly validated before being passed to the include function, it can be used as an attack 
vector.

Application Error Message
• MEDIUM
• This page contains an error/warning message that may disclose sensitive information.The 

message can also contain the location of the file that produced the unhandled exception.

Broken Link
• INFO
• A broken link refers to any link that should take you to a document, image or webpage, that 

actually results in an error. This page was linked from the website but it is inaccessible.

Anti-Virus Software
Anti-Virus software should be deployed to protect your network and each computer that 
connects to it against spyware, malware, worms, Trojans and any other malicious software that 
may attack your network environment.

• Your anti-virus software and Windows Operating System software 
should be updated frequently to insure that your protection is always 
current.
• Logs generated by your anti-virus software and Windows should be 
reviewed on a regular basis.
For further information on using antivirus use, and for complete 
merchant responsibilities under PCI DSS Requirement 5, please refer to 
resources available from the PCI Security Standards Council at: https://
www.pcisecuritystandards.org/index.shtml
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Restrict access to cardholder data by business need-to-know
SuperSalon® does not store cardholder data. Outside of SuperSalon® you must ensure that 
cardholder data is limited to those individuals with a business need-to-know. This would include 
printed or written materials, POS machine records, concierge activities, etc.

Assign a unique ID to each person with computer access
Each user must have a unique login and password or other authentication method for access to 
your computer systems. Further, you must actively manage user accounts and passwords and 
limit computer access so that unauthorized users may not gain access through the use of an 
authorized user’s credentials.

Restrict physical access to cardholder data
Your physical security practices are the outer perimeter of your data security. Give consideration 
to alarm systems, security cameras, wireless devices, the location of servers and other computer 
equipment, and the handling of physical media such as backup tapes or disks, etc. Your policies 
must address access by employees, visitors, and vendors.

When not needed for a stated business purpose, your procedures should include shredding or 
otherwise destroying physical records and media which contain cardholder information.

System Access and Connectivity
You must use secure encryption transmission technology such as IPsec, VPN or SSL V3 / TLS V1 
for transmitting sensitive data over public networks.
• An IPsec, VPN or SSL V3 / TLS V1 connection is required for any non-console administrative 

access such as RDP.
• RSD’s support team utilizes two-factor authentication (provided by Vigilix) for remote access 

to the POS when integrated credit card processing is used.
• Multi-site implementations require the use of a closed VPN that restricts connections 

between untrusted networks and any system components in the cardholder data 
environment. Failure to do so is in violation of PCI-DSS v2.0.

Authentication

• Do not use vendor supplied default passwords and security parameters on network devices. 
In some areas you have software options to enforce best practices password management, 
in others you will need to enforce this behavior yourself. Device passwords require 7 or more 
characters with a combination of letters, numbers and symbols and should be changed every 
90 days.

• All Firewall device passwords and encryption keys must be changed immediately when a 
user with knowledge of the passwords and/or keys leaves the company or changes positions 
within the company.



Implement Access Control Measures

19

Internal Account Access
Login
• Access to all PCs, servers and databases with payment applications require a unique user ID 

and secure authentication.
• Assign all users a unique ID before allowing them to access system components or 

cardholder data.

Authentication
• In addition to assigning a unique ID, employ at least one of the following methods to 

authenticate all users: Password, Passphrase or Two-factor authentication.

• RSD does not interfere with two-factor authentication systems that require a username & 
password combination and an additional authentication item such as a smart card or pin 
number.

• Client use of remote access technologies (Terminal Server, Citrix, etc.) to access RSD requires 
the use of two-factor authentication.

Remote Account Access
Login
• Assign all users a unique ID before allowing them to access systems components or 

cardholder data.
• Limit repeated passwords attempts by locking the user ID after not more than six attempts.
• Set the lockout duration to a minimum of 30 minutes or until an administrator enables the 

user ID.
• If a session has been idle for more than 15 minutes, require the user to re-enter the 

password to reactivate the terminal.
• Users must login at least twice. Once for Windows authentication and once for running 

SuperSalon® (if the user has configured software permissions to password-protect the 
“sales” module).

• Limit user login times to the specific hours when they should have access to the system.
• Limit user system access to include only resources that are required for their job duties.
• When a user no longer needs system access their account should be disabled and 

maintained on the system. When/if the user returns the account can be enabled and used 
again, maintaining a complete history of the users’ activity.

• Changing SuperSalon® installation settings for unique user IDs and secure authentication will 
result in non-compliance with PCI-DSS v2.0

• SuperSalon® user access must be disabled when not in use. If you request assistance a RSD 
Customer Service technician will contact you to have access enabled.
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Authentication
• In addition to assigning a unique ID the user requires an authentication password.
• Incorporate two-factor authentication for remote access (network-level access originating 

from outside the network).
• Render all passwords unreadable during transmission and storage on all system components 

using strong cryptography.
• Ensure proper user authentication and password management for non-consumer users and 

administrators on all system components.
• Do not use group, shared, or generic accounts and passwords.
• Change user password at least every 90 days.
• Require a minimum password length of at least 7 characters.
• Use passwords containing both numeric and alpha characters.
• Do not allow a user to submit a new password that is the same as any of the last four 

passwords he or she has used.
• If a user forgets a password, the Administrator should require that the password be changed 

on the users’ next login attempt. Administrators should not have access to other users’ 
passwords. Passwords should never be transmitted via e-mail or the Internet.

• If the SuperSalon® POS is replaced, users will be forced to change their password when 
logging on to the new server for the first time.

• It is the client’s responsibility to track and manage passwords for SuperSalon® login. When 
contacted by a RSD Customer Service Technician the client must enable remote access and 
provide the technician with a password that meets all Authentication requirements.

Administrator Account Access
Login
• Limit repeated passwords attempts by locking the user ID after not more than six attempts.
• Set the lockout duration to a minimum of 30 minutes or until Administrator enables the user 

ID.
• If a session has been idle for more than 15 minutes, require the user to re-enter the 

password to reactivate the terminal.
• When an Administrator no longer needs system access their account should be disabled and 

maintained on the system. When/if the Administrator returns the account can be enabled 
and used again, maintaining a complete history of the users’ activity.

• SuperSalon® Administrative user access must be disabled when not in use. If you request 
assistance, an RSD Customer Service technician will contact you to have access enabled.

Authentication
• Do not use group, shared, or generic accounts and passwords.
• Change Administrator passwords at least every 90 days.
• Require a minimum password length of at least 7 characters.
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• Use passwords containing both alpha and numeric characters.
• Do not allow an Administrator to submit a new password that is the same as any of the last 

four passwords used.
• If an Administrator forgets a password, they should be required to change their password on 

the next login attempt. Administrators should not have access to other users’ passwords.
• Passwords should never be transmitted via e-mail or the Internet.
• It is the client’s responsibility to track and manage passwords for SuperSalon® Administrative 

login. When contacted by an RSD Customer Service Technician the client must enable 
remote access and provide the technician with an Administrative password that meets all 
Authentication requirements.
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Track and monitor all access to network resources and cardholder data
Although you may have developed good policies and procedures, they will be useless unless 
they are followed. That will require that you have a way to log and monitor access to your 
resources so that you can take effective measures to improve your security, train employees and 
others, and respond to any breaches which may occur. You’ll need to keep these logs for some 
time in order to properly research issues which may arise.

Regularly test security systems and processes
Just because a breach hasn’t happened is no guarantee that it couldn’t. Best security practices 
must include testing to identify potential vulnerabilities and help you develop appropriate 
safeguards. While you should approach testing from a variety of angles, PCI standards requires 
that you perform an external vulnerability scan from by a qualified vendor at least quarterly and 
submit the results.

Approved Scanning Vendors (ASVs) are listed on the PCI Security Standards Council website.

RSD Security Auditing and Logging
Overview
The SuperSalon® product provides both access security as well as an audit trail of activity 
performed by a user. In the case of security, access requires the entry of an ID as well as a 
password. The SuperSalon® application is installed with complex passwords supported and 
provides a strong level of security as required by the Payment Card Industry for maintaining only 
authorized access to sensitive data. Auditing is performed automatically for activity performed 
on major POS modules such as sales tickets, time card data, product orders, etc. In addition, 
changes made to system settings are audited for any changes made after the initial settings are 
established. This auditing also holds true for any changes to files, such as services, employees, 
customers, etc. Payment application logging is enabled by default and cannot be disabled or 
manipulated by anyone.

Since some data is sensitive by nature, such as credit card numbers and cardholder data, 
checking account numbers and third party account numbers, this information is not stored at all 
by SuperSalon®.
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Security Auditing
As indicated, SuperSalon® provides the capability to restrict access to the application based on 
the assignment of an ID and Password. In the event that a high level of security is required, the 
assignment and use of complex passwords is strongly recommended.

The ID assigned by the operator is used in conjunction with the complex password to grant 
access to the SuperSalon® application. To qualify as a complex password, the password must 
include the following:
• The entry must contain a minimum of 7 characters
• The entry must contain at least one number
• The entry must contain at least one letter
• The entry cannot be the same as any of the user’s last 4 passwords
• Assign all users a unique ID before allowing them to access system components or 

cardholder data
• Incorporate two-factor authentication for remote access (network-level access originating 

from outside the network)
• RSD has partnered with Vigilix to offer two-factor authentication for remote access.
• Ensure proper user authentication and password management for non-consumer users and 

administrators on all system components
• Do not use group, shared, or generic accounts and passwords
• Change user passwords at least every 90-days
• Limit repeated access attempts by locking out the user ID after not more than six attempts
• Set the lockout duration to a minimum of 30 minutes or until administrator enables the user 

ID
• If a session has been idle for more than 15 minutes, require the user to re-enter the 

password to reactivate the terminal

During user access via the login process, the user password is validated before access is granted 
to sensitive areas of the SuperSalon® application.

In the event that a user forgets their password or they believe their password has been 
compromised, the System Manager can assist with password resets.

Any deviation from the above guidelines for secure access will render the RSD 
software non-compliant.
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SuperSalon® maintains a log that stores details of credit card transactions processed by 
SuperSalon®. Logging is enabled by default and cannot be disabled or manipulated by anyone. 
Cardholder data is not stored in this log file. Both these logs are retained indefinitely. To purge 
data from these logs requires that you request Rogers Software to perform a manual purge.

Application Audit Trails
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Create a Security Policy

Maintain a policy that addresses information security
Throughout these requirements we have mentioned “your policies,” and this requirement is the 
formalization of these concepts into a document that guides your entire organization. However, 
it is more than words on paper that sit on a shelf – it is a living awareness that permeates every 
employee’s behavior, every system, every aspect of your corporate activities; and which is 
designed to grow and change in response to lessons learned and industry developments.

RSD strongly advises merchants to observe their responsibilities under PCI DSS Requirement 
12 in establishing, publishing, maintaining, and disseminating across the entire organization an 
information security policy that:
• Addresses all 12 PCI requirements from the merchant operation perspective.
• Includes an annual process that identifies threats, and vulnerabilities, and results in a formal 

risk assessment.
• Includes a review at least once a year and updates to reflect changes to business objectives 

or the risk environment.
• Develops daily operational security procedures that are consistent with PCI DSS 

requirements, such as user account maintenance procedures, and log review procedures.
• Includes usage policies for critical employee-facing technologies, such as:
    1.) E-mail and Internet usage
    2.) Removable electronic media, e.g. USB drives, laptops / tablets, mobile
         devices, e.g. smart phones, iPods, etc.
    3.) Wireless technologies (If applicable)
    4.) Remote-access technologies (If applicable)

Tip: Do not forget to inspect your paper files and remove any sensitive data 
which is stored there. In addition to the sensitive data mentioned above, full 

un-encrypted card numbers should never be saved in printed form.

A strong Information Security Policy is not only required for PCI-DSS compliance it also sets the 
security tone for the whole company and informs employees what is 
expected of them. All employees should be aware of the importance in 
securing sensitive data and their responsibilities for protecting it.

For further information on developing a merchant security policy, and 
for complete merchant responsibilities under PCI DSS Requirement 
12, please refer to resources available from the PCI Security Standards 
Council at: https://www.pcisecuritystandards.org/index.shtml
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PA-DSS 1.1.4.a states that historical data such as magnetic stripe data, 
card validation codes, PINs, or PIN blocks stored by previous versions of 
the software must be securely deleted. Secure removal of this data (if 
present) is absolutely necessary for PCI compliance. 

Previous versions of SuperSalon® utilized a 3rd party software application 
called PC Charge. PC Charge versions prior to 5.9 must be upgraded or 
deleted. Please contact Rogers Software technical support for assistance 
or follow the steps below to securely erase the database and program:

• Download a tool called Eraser (http://sourceforge.net/projects/eraser/) from “sourceforge” 
and save it to your desktop.

• Locate the installer and proceed with installation.
• Securely erase the pccw.mdb file (PC Charge’s database).
• Go into the C:\Program Files\Active charge or C:\Active charge directory, find the pccw.mdb 

and move it to the recycle bin.
• Start Eraser and find the task called ‘Recycle Bin’ and run it.
• Look for any archived pccw.mdb files that might have pccw, a date, and a .zip extension and 

securely erase those.
• Go to Add/Remove Programs and look for ‘ActiveCharge’ and remove it.

Remove Historical Credit Card Data (PA-DSS 1.1.4.a)

PA-DSS considerations for proper Implementation of SuperSalon® in PCI-DSS compliant 
environments:

Authentication Data Needs Special Handling (PA-DSS 1.1.5.c)
PA-DSS 1.1.5.c states that the following guidelines must be followed when dealing with sensitive 
authentication data (swipe data, validation values or codes, PIN or PIN block data):
• Collect sensitive authentication data only when required to solve a specific problem.
• Store such data only in specific, known locations with limited access.
• Collect only the limited amount of data required to solve a specific problem.
• Encrypt sensitive authentication data while stored.
• Securely delete such data immediately after use
This requirement does not apply to SuperSalon® because it neither collects nor stores sensitive 
card authentication data. Additionally, RSD support does not take a copy or move any data from 
our clients system. All troubleshooting is conducted with the confines of requirement 1.1.5.a
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Purging of Cardholder Data (PA-DSS 2.1.a)
PA-DSS 2.1a states that cardholder data must be purged after it exceeds the customer-defined 
retention period from all cardholder data applicable is stored in the PC Charge database, the 
only place Verifone stores cardholder data. SuperSalon® does not store any card data.

Key Management Roles and Responsibilities 
(PA-DSS 2.5 and PA-DSS 2.6)
PA-DSS 2.5 and PA-DSS 2.6 state that the payment application must implement key management 
processes and protect cryptographic keys used for encryption of cardholder data against 
disclosure and misuse. The SuperSalon® server does not store any cardholder data, nor does it 
provide any configurability that would allow a merchant to store cardholder data.

Restrict access to keys
• Key custodians must be named and should sign a Key Custodian document. The staff 

responsible for Key control at RSD have signed and submitted the RSD Key Custodian 
document.

Securely Generate, Distribute, Protect, Change, Store, and Re-
tire/Replace Encryption Keys

• A RSD Key Custodian will work with a designated Client Key Custodian 
to create and implement the secure encryption key. Key’s should be 
retired and replaced every 90 days. A case should be entered for the RSD 
Systems’ Department when a key is to be retired and replaced
• Key Custodian document and key management documents for 
requirements 2.6.1 through 2.6.7 is available.
• Deletion of a master key, whether needed because of a compromised 
key or a database upgrade, must be done securely. In order to 
accomplish this, you must execute the “SDELETE” command for Windows 
servers or the “SHRED” command on AIX servers.

Extreme caution should be exercised when using either command as they 
PERMANENTLY remove data from your hard drive.
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PA-DSS 2.7a states that cryptographic material must be removed. Such removal is absolutely 
necessary for PCI compliance.

An RSD Key Custodian will work with a designated Client Key Custodian in removing any/all 
cryptographic material(s) that SuperSalon® or earlier versions used to encrypt PAN. If you 
are upgrading from an earlier version of the application, the prior key’ should be immediately 
replaced after new keys are created, the data is re-encrypted, and then the old key’s retired 
ensuring that the keys are replaced every 90 days

As needed, a case should be entered for the RSD Systems’ Department when a key is to be 
retired and replaced.

Whenever master key deletion occurs, whether because of 
a compromised key or a database upgrade, it must be 
done securely. In order to accomplish this, you must 
execute the “SDELETE” command for Windows servers. 
Extreme caution should be exercised when using either 
command as they PERMANENTLY remove data from your 
hard drive.

Removal of Cryptographic Material (PA-DSS 2.7.a)

Payment Application Enforces Secure Authentication Creden-
tials (PA-DSS 3.1.c and PA-DSS 3.2)
Extended Security is enabled on all new SuperSalon® installs. In order for RSD to remain PA-DSS 
compliant, the Extended Security setting must not be tampered with or misconfigured. The PA-
DSS 3.1c and PA-DSS 3.2 requirements state that SuperSalon® must be and remain configured 
such that it:
• Does not require the use of default administrative accounts for payment application logins.
• Assigns secure authentication to default accounts, even if not used, and disables or does not 

use the accounts.
• Uses secure authentication for the payment application and the system, whenever possible.
• Describes how to create secure authentication to access the payment application, per PCI 

DSS Requirements 8.5.8 through 8.5.15.
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The PCI-DSS also requires that access to all the systems in the payment processing environment 
be protected through use of unique users and complex passwords. Unique user accounts 
indicate that every account used is associated with an individual user or process, with no generic 
group accounts used by more than one user or process. The following must be strictly adhered 
to:
• Do not use administrative accounts for application logins. For example, do not use the 

database system Administrator account for application access to the database.
• Assign strong passwords to default accounts, even if they will not be used, and then disable 

the default accounts if they are not used.
• Assign strong application and system passwords whenever possible.
• Create PCI DSS-compliant complex passwords to access the payment application, per PCI 

Data Security Standards 8.5.8 through 8.5.15.
• Change any default or out-of-the-box user settings for unique user IDs and secure 

authentication.
• Unique user names and secure authentication is required when accessing any PC’s, servers, 

and RSD. Extended Security must remain enabled in the RSD application.

Failure to do the above will result in non-compliance with the PCI-
DSS Additionally, if the applications’ security level is reduced via user 

configuration error or failure(s) to properly configure, it could render the 
software into non-PCI-DSS compliant status.

Audit Trails and Centralized Logging
(PA-DSS 4.1, PA-DSS 4.3 and PA-DSS 4.4)
Per PA-DSS Requirements 4.2, 4.3 and 4.4. Logs must be enabled, and disabling the logs will 
result in non-compliance with PCI DSS.

All logs required per PA-DSS v2.0 requirements are enabled at the time of the RSD software 
installation. RSD’s SuperSalon® logging is configured per PCI-DSS 10.2 and 10.3 as follows:

Implement automated assessment trails for all system components to reconstruct the 
following events:
1.) 10.2.1 All individual user access to cardholder data
2.) 10.2.2 All actions taken by any individual with root or administrative privileges
3.) 10.2.3 Access to all assessment trails
4.) 10.2.4 Invalid logical access attempts
5.) 10.2 5 Use of identification and authentication mechanisms
6.) 10.2.6 Initialization of assessment logs
7.) 10.2.7 Creation and deletion of system-level objects
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Record at least the following assessment trail entries for all system components for each 
event from 10.2.x:
1.) 10.3.1 User identification
2.) 10.3.2 Type of event
3.) 10.3.3 Date and time
4.) 10.3.4 Success or failure indication
5.) 10.3.5 Origination of event
6.) 10.3.6 Identity or name of affected data, system component, or resource.

Out of the box, SuperSalon® writes logs to a static destination directory. If further movement or 
consolidation is desired the customers must develop the capability to automatically copy these 
logs to their centralized log server.

• All logs must remain enabled. Disabling any logs per requirements 4.2, 4.3, and 4.4 for PA-
DSS v2.0 will result in non-compliance with PCI-DSS.

4.4 Provide instructions and procedures for incorporating the payment application logs into a 
centralized logging server
• All logs required per PA-DSS v2.0 requirements are enabled at the time of the RSD software 

installation. Logging cannot be disabled. Tampering with any logs per requirements 4.2, 4.3, 
and 4.4 for PA-DSS v2.0 will result in non-compliance with PCI-DSS. Merchants that maintain 
a support contract with SuperSalon® have access to iOffice (ioffice.supersalon.com) where 
payment applications logs are available under Reports > Audit. By default configuration, the 
POS will upload to our iOffice servers every half hour.

Necessary and Secure Services, Protocols, Daemons, 
Components,
and Dependent Software and Hardware (PA-DSS 5.4)
PA-DSS 5.4 states that Payment Applications must only use or require the use of necessary and 
secure services, protocols, daemons, components, and dependent software and hardware, 
including those provided by third parties, for any functionality required by the payment 
application (such as NetBIOS, file sharing, Telnet, FTP, or others) and that these should be 
secured via SSH, S-FTP, SSL, IPsec, or other technology.
• SuperSalon®, requires access to the HTTPS port.
• Customers may want to enable the remote non-console access to administer the application 

or system. RSD recommends that customers use only secure protocols, such as SSL, SSH and 
SCP.

• Changing default security settings could result in non-compliance with PC-DSS.
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PCI-Compliant Wireless Settings (PA-DSS 6.1.b and PA-DSS 6.2.b)
PA-DSS 6.1 and PA-DSS 6.2b state that if wireless is used within the payment environment, you 
should install a firewall, according to PCI DSS Requirement 1.3.8. Although SuperSalon® does 
not support wireless technologies, should the merchant implement wireless access within the 
cardholder data environment, the following guidelines for secure wireless settings must be 
followed according to PCI Data Security Standards 1.2.3, 2.1.1, and 4.1.1, which are stated above 
in the “Wireless Networking” section of this guide and are also expanded upon here as:

PCI Data Security Standard 1.2.3
Perimeter firewalls must be installed between wireless networks and systems that store 
cardholder data, and these firewalls must deny or control (if such traffic is necessary for 
business purposes) any traffic from the wireless environment into the cardholder data 
environment.

PCI Data Security Standard 2.1.1
• All wireless networks must implement strong encryption; for example, Advanced Encryption 

Standard (AES-256).
• Encryption keys must be changed from default at installation, and changed every time that a 

person with knowledge of the keys leaves the company or changes positions.
• Default Simple Network Management Protocol (SNMP) community strings on wireless devices 

must be changed.
• Default passwords and pass phrases on access points must be changed.
• Firmware on wireless devices must be updated to support strong encryption for 

authentication and transmission over wireless networks, such as WPA and WPA2.
• Other security-related wireless vendor defaults apply, if appropriate.

PCI Data Security Standard 4.1.1
• Industry best practices must be used to implement strong encryption for the following over 

the wireless network in the cardholder data environment:
    1.)Transmission of cardholder data
    2.) Transmission of authentication data

• Payment applications using wireless technology must facilitate the following for use of Wired 
Equivalent Privacy (WEP):

     1.) For new wireless implementations, implementing WEP has been prohibited as of            
March 31, 2009.
     2.) For current wireless implementations, using WEP is prohibited after June 30,  2010.
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PA-DSS 11.1 states that payment applications must implement and use SSL for secure 
cardholder data transmission over public networks, in accordance with PCI-DSS Requirement 
4.1.

The PCI DSS requires the use of strong cryptography and encryption techniques with at least 
a 256-bit encryption strength at the transport layer with a Secure Sockets Layer (SSL v3) or 
Internet Protocol Security (IPsec) layer; or at the data layer with algorithms such as RSA or Triple 
Data Encryption Standard (3DES) to safeguard cardholder data during transmission over public 
networks (this includes the Internet and Internet-accessible DMZ network segments).

PCI DSS requirement 4.1: Use strong cryptography and security protocols such as SSL/Transport 
Layer Security (TLS) and IPsec to safeguard sensitive cardholder

• Strong Cryptography and security protocols must be implemented if accessing secured 
cardholder data via public networks. RSD will process only secure requests that are secured 
with SSL v3 using AES-256. Requests that do not meet this requirement and thus are deemed 
insecure will be rejected and logged.

Data Transport Encryption (PA-DSS 11.1)

PA-DSS 11.2 states that payment applications must implement and use 
an encryption solution if PANs can be sent with end-user messaging 
technologies.

The SuperSalon® application does not, out of the box, provide the 
means to send PAN through end-user messaging technology, such as 
e-mail, instant messaging, and chat.

RSD strongly recommend not allowing the use of Instant Messaging 
or Chat applications in association with the SuperSalon® software. If 

allowed, it will render the software non-compliant.

PCI-Compliant Use of Messaging Technologies (PA-DSS 11.2)

PA-DSS 12.1 states that Payment Applications must implement and use Secure Shell 
(SSH), Virtual Private Network (VPN), or SSL V3 / TLS V1 for encryption of any non-console 
administrative access to payment application or servers in a cardholder data environment.

Non-console Administration (PA-DSS 12.1)
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Non-console access to SuperSalon® may only be established through a PCI compliant two-factor 
remote access solution, such as Vigilix.

The SuperSalon® application does not use insecure services such as NetBIOS, file sharing, 
Telnet, or unencrypted FTP to manage the application (as per PCI-DSS requirement 2.3).

If computer is connected via VPN or other high-speed connection, receive remote payment 
application updates via a securely configured firewall or personal firewall per PCI DSS 
Requirement 1.

When connected via VPN or other high-speed connection, remote payment application updates 
must be received via a securely configured firewall or personal firewall per PCI-DSS requirement 
1.

Please note any deviation from the above document in any way could render your organization 
and/or the SuperSalon® software PCI-DSS non-compliant and subject to breaches, fines, 
penalties and other adverse or costly consequences.

VPN or High Speed “Always On” Connections (PA-DSS 12.3.9)


