


Introduction
Creating and growing a business requires entrepreneurs to 
take constant risks, oftentimes this can mean walking the 
a line between success and financial ruin.  With changing 
trends and constantly evolving technology, business owners 
who have chosen the beauty industry as their vessel have 
enough to worry about without adding shrinkage or theft 
into the mix.  

Sadly, however, the reality is that there will always be an 
element of society that will seek to take advantage of others.  
For as long as human beings have participated in any kind of trade, this 
element has been with us, sometimes hiding behind a smile.  Whether it’s 
thieves from outside, or internal corruption, profit margins always take a 
hit when dishonesty comes into play.

We at Rogers Software Development have crafted our flagship PoS, 
SuperSalon, in a way that helps to protect a business in addition to simply 
tallying sales.  The purpose of this guide book is to illustrate the features 
built into SuperSalon that assist owners and managers in the task of 
keeping track of both the integrity of their inventories, and the honesty of 
their staff.  We will cover the three primary means in which loss can occur, 
and these are:

•	 Internal	Loss: Arguably the most regretful of the three.  Internal loss 
in a beauty salon occurs when staff members fudge sales figures and 
pocket the difference, “borrow” products from the inventory, cheat the 
time clock, or any other method that involves diverting resources in the 
wrong direction.

•	 External	Loss: This form of loss occurs when parties outside of the 
company either take undue advantage of gift cards / certificates, scam 
discounts, or just flat out rob the place via old fashioned shoplifting.

•	 Cyber	Crime: A relatively new phenomenon, this undesirable 
byproduct of the digital age has opened a door for more technically 
inclined criminals to wreak havoc on both businesses and clients alike.  
The security of customer personal data, as well as that of your own 
financial information should be your highest priority in the 21st century.

We will cover all three aspects of business loss for a beauty salon, and 
show you where SuperSalon can either track or help you prevent such 
losses from happening.  In areas were SuperSalon cannot be of any 
help, we will offer suggestions and ideas that have worked for all of our 
longstanding clients, and have the approval of our own technical team.



Part One: Internal Loss Prevention
Keeping tabs on your staff is actually pretty easy with SuperSalon, 
and as long as your hiring process involves sufficient checks to 
ensure the right kind of people are hired, incidents of internal loss 
/ shrinkage will probably be quite rare.  In this section of the guide, 
we will show you how to use SuperSalon as the first line of defense 
against any who would take advantage or betray trust.

SuperSalon Permissions Settings

The best first step owners and managers can take is to set up 
SuperSalon’s permissions in a way that only allows for senior or more 
trusted employees to access the more sensitive parts of the point of 
sale.  The permissions settings are located in the Setup tab, and how 
to navigate the interface should have been part of initial training.  
However, as a refresher, each permission is color coded to signify the 
level of access that’s allowed for it.

• Parts of the PoS that carry GREEN permission levels will require an 
employee to login with their password to access the content.

• Those with RED permissions are inaccessible to all but those who 
have access to the Owner password.

• Permissions with GREY access levels are accessible by all, and 
will not prompt for a password when the user attempts to access 
them.

It is also an important best practice to make sure that your staff log 
out of their restricted area of the PoS when they’re finished using it.  
This is accomplished by clicking on the icon that resembles a lock in 
the upper right hand corner of any window of the PoS interface.  By 
maintaining a culture of security, and making sure the simple steps 
of logging out are always taken, no one will be able to access any of 
the sensitive information located in SuperSalon’s database.
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”Ghosting” Services and Cheating the System

One of the most common methods of internal theft seen in the 
beauty industry is when a staff member neglects to put a customer 
into the system, performs the request in service, and then simply 
pockets the revenue.  While not a very highbrow method of 
crime, this form of theft was far more common in the days before 
computerized point of sale systems.  Also, it should be mentioned 
that this method of theft is really only useful for cash transactions as 
integrated credit card processing cannot be accomplished without an 
accompanying ticket, and there’s no way to pocket the money.

Working with thousands of salons over the years, we have seen this 
and several other internal theft methods.  The good news is that we 
have crafted our reports, and designed some features, to be able 
to tell when this happens, and oftentimes identify the employee 
responsible.  A few of the reports and methods of investigation we 
recommend for owners are as follows:

The Exceptions Report: This report is located in the “Audit” section of 
the Reports tab is the Exceptions report, and this will display the total 
number of cuts that either took less than five minutes to complete, 
or more than 30 minutes. The fields are separated and listed by 
employee, giving management a quick view of potential problems. 

Service Gap Analysis: This report is located in the “Audit” section of 
the Reports tab also, and it has been designed to give the clearest 
possible picture of lost time as it relates to ticket and servicing times. 
“Lost Time” will usually appear in red, and will correlate to 15 to 30 
minute gaps between tickets. If there are huge gaps between services 
while an employee is clocked in, it can mean they are engaging in 
behaviors such as smoking breaks, lunch, leaving the salon... all while 
on the clock.

Daily Detail Report: Located in the “Sales” section of the Reports tab 
presents a quick view of your staff’s performance for a given day, 
and shows all payment methods as a percentage value of the whole. 
The report can also be run for a given date range, making trends and 
gaps more readily visible.
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Investigating Sales with the Search Sales Interface: Another method 
of internal theft that has taken place in the past is where a staff 
member will void a ticket, and then retrieve the amount from the 
till. A variation of this would be when a staff member will redo a 
ticket with lower cost items, and pull cash out of the till that equals 
the reduction. To help in tracking and preventing this, SuperSalon 
NEVER deletes voided tickets, all voids can be configured to require a 
reason, and they can further be configured to be performed only by 
management or other senior staff via the permissions settings.

Trade Down Theft

The next most frequent form of internal theft comes when staff 
members perform a higher priced service and then ring up a lower 
priced one. This is typically done on the check-out screen. For salons 
that select services when the customer checks in, or salons that use 
the self check-in, a dishonest employee will sometimes remove the 
higher-priced item at check-out and replace it with a lower priced 
item. Fortunately this can be identified many ways:

The Guest Summary Report: This report is located in the “Audit” 
section of the Reports tab, and this in an excellent report for finding 
trade down theft. It shows every ticket for the day. For each ticket it 
shows the following occurrences. Each is coded with a letter: 
•	 P Any items that were selected at check-in.
•	 D Any items that were selected at check-in, but removed at check-

out.
•	 A Any items that added at check-out.

It all shows the service duration. It becomes very clear when there is 
a pattern of expensive items being removed at checkout, with lower 
priced items being added.  

The Exceptions Report: As mentioned in the previous section, this 
report shows by stylist the number of cuts that took less than 5, or 
more than 30 minutes. These exceptions often indicate trade-down 
theft. The “less than 5 minutes” transactions indicate someone is 
waiting until the service is finished to enter it. This behavior supports 
the “option play.” If customer pays with cash they will not put the 
transaction in the system. If the customer pays with a card they enter 
the transaction. All tickets should be made at customer check-in so 
you have an audit trail, know wait times, service times, etc.
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The SMS Customer Receipt: Users of our SMS messaging system 
feature can enjoy the added peace of mind of knowing that clients 
will always be given a receipt that is independent of the actions 
of the staff.  Minutes after a client leaves they will receive a short 
“thank you” message along with a summary of their receipt.  Knowing 
clients will receive this receipt reduces any chance of this on of staff 
members entering a lower price service, and cheating the system.

Trade Down Theft Audits: Users of the iOffice cloud management 
system have access to a tool in their version of the Sales tab that will 
allow them to search specifically for instances of trade down theft.  
In the Sales tab of iOffice, the Search Sales screen has an additional 
interface, placed in the central part of the display.

To begin an audit, put $20 in the “Sales Amount Less Than” field, and 
60 minutes in the “Service Time Greater Than” field and a date range 
of a couple of weeks. This will display each ticket that took more than 
60 minutes but was charged less than $20. Investigate each ticket... 
look for patterns. In this manner we have found stylists doing full 
color services and charging for haircuts, and pocketing a very large 
“tip.”

You can try any numbers you want. You might try entering $8 and 20 
minutes. Using these numbers we have found stylists doing haircuts, 
and charging fro Bang Trims, and pocketing a large “tip.”

The second part of this is “Amount Tendered is Greater”... Put $25 
in the box along with a two week date range.... you’ll see some 
customers that paid with a $100 bill. Even so, the change would never 
be over $100.

Here is the good part: With other payment methods such as credit 
cards a problem is immediately evident. For instance an $85 credit 
card for a $15 haircut yielding a big difference between amount 
tendered and amount due... generating excessive change, in this 
case  $60 dollars.  This could be a trade down theft or it could be the 
staff acting as an ATM. We often find stylists have done an expensive 
service, bit entered a lower priced service and kept the change giving 
themselves a very generous “tip.” 
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Example: A quick check (for an affordable salon) is to enter $11.00 for 
the amount, as tips over $10 would be more rare, and select credit 
cards for the payment type. We know that the vast majority of the 
time, any amount on a credit card over the amount owed is intended 
as a tip. As the tip gets higher relative to the service amount, the 
more interesting the transaction. When you find transactions 
like this, look at the service time and compare it to the service 
completed... If the service time is much higher than it should be, the 
transaction gets more interesting. 

Time Card Theft and Other Internal Loss

Although uncommon due to its obvious short sidedness, it has been 
known for some employees to take advantage of the computerized 
timecard feature in their PoS systems by either “forgetting” to clock 
out, or by blatantly scamming the system by leaving the premises 
and then returning later to “help close out”, after which they clock out 
for the day.  

The good news is that it is almost impossible for a single employee 
to pull this off without being noticed, even those in management 
and non production positions.  The bad news is that it can be 
pulled off by a group of employees quite easily if they assist each 
other (clocking in and out on each other’s behalf, acting as alibis, 
etc.).  Again this is a case where selecting the right people for their 
positions is critical, and we have your back in the following ways:

The Timecard Report: This incredibly useful report is located in the 
Payroll section of the report, and has features that act as excellent 
deterrents to time card theft.  Most notable of these features is the 
Timecard Report’s ability to track any and all edits to a staff members’ 
clock time.  Entering the report, clicking on the date, and taking a 
good close look at the workday will show how punches match up to 
the schedule.

The Audit Trail Report: This report is located in the Audit section of 
the reports tab, and it shows any and all changes made to employee 
data, and whose login was used in order to affect that change.  
This report acts as an excellent deterrent for anyone who would 
“accidentally” give themselves a raise.
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The Employee Trend Report: also located in the audit section, this 
is pretty much the go-to report for quickly monitoring employee 
performance.  It is designed to show yearly data in monthly 
increments, and is divided by each employee.  Total hours are 
compared to production hours, which can immediately show signs of 
time card theft if such a thing is occurring.

SuperSalon’s Close Out Procedures: Closing business for the day with 
SuperSalon involves a meticulous count of all generated revenue, 
compares it with all of the tickets that have been processed for the 
day, and then separates it by payment method.  Staff members who 
would seek to betray trust by removing a cash from the till will most 
likely be thwarted by how impossible it is to “trick” this feature.

In summary, the greatest deterrent to internal loss is a vigilant owner 
and management team.  Though SuperSalon is the best point of sale 
in the industry insofar as security, no advanced features can replace 
the watchful eye and responsible supervision of those in authority.  
Maintaining a culture of security, making sure that you hire the right 
people, and giving clear instruction to other supervisory staff th are 
just as important as configuring SuperSalon  correctly.



Part Two: External Loss Prevention
Threats of loss coming from outside of the company can take the 
form of everything from scammers and grifters, to shoplifters. 
Depending on how your location is setup, security-wise, the latter 
may or may not be a threat. Clients who abuse the trust of a 
company are far more common than employees who do so, and 
SuperSalon has a few ways to reduce the damage they can do as 
well.

Discount and Gift Card Abuse

Promotions that feature reduced prices can generate alot of 
business, and the convenience of gift cards / certificates can help 
foster long term brand loyalty. However, both of these business tools 
also have the potential for abuse that can result in revenue loss. 
Knowing these tools are essential to a business’ success, especially 
on seasonal occasions, Rogers Software has built some safeguards 
into SuperSalon that can help prevent this abuse entirely.

The Discount Usage Report: One of two reports located in the 
Discounts section of the Report tab, this report will display the usage 
of all discounts, broken down by employee. This can assist in making 
sure particular staff members are being diligent in their processing of 
promotions.

The Discount Features of SuperSalon: The main Discounts interface 
is found in the Manager tab, and every discount can be set to 
automatically expire at a given time, from within this interface. 
Making sure to take this step will prevent any discount abuse from 
happening, so be sure your staff understand the importance of 
setting solid expiration times for discounts and promotions.

SVS Gift Transactions Report: This report is located in the Audit 
section of the Reports tab, and will display a date ranged grid 
showing all transactions made with this particular payment method. 
Clients who insist they haven’t used their SVS cards can be assisted 
with this report.

The Gift Usage Report: Located under the Gifts section of the Reports 
tab, this report can be narrowed down by Customer, Stylist, and the 
amount of revenue in the transaction. It will show all the usage of the 
gift payment method in the given date range, for the all of the filters 
selected.
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The Gifts Report: Also in the Gifts section, this report will show all 
the gifts sold in the given date range, and will list them by account 
number, as well as the name of the client.

The Centralized Customer Database: This extended feature of 
SuperSalon has grown to be one of our most popular in a very short 
period of time, and is considered essential for large companies 
with several locations. Having all of your locations share the same 
customer database is not only very convenient for the client, it is also 
an added layer of security for the business owner. 

There are several instances where a unified customer information 
pool, shared among all locations in a franchise, can prevent 
promotional and / or discount abuse by clients. Situations where 
products are wrongfully returned can be also prevented, because all 
locations will share sales information as well.

The SuperSalon Global Gifts Feature: This is another power tool for 
SuperSalon that works in tandem with the Centralized Customer 
Database to provide gift payment methods to be shared among all 
of your locations. This feature can potentially eliminate gift abuse 
entirely when used correctly, and more information about it can be 
provided by our Sales department.

Inventory Theft and Shoplifting

In the instance of shoplifters, SuperSalon can’t really do much to 
prevent such activity in ways that a modern surveillance system 
couldn’t do better.  SuperSalon’s inventory tools are the best in the 
industry, and keeping good track of your shelf counts is something 
we CAN guarantee. Couple that with a good culture of security 
and a sharp staff, and shoplifting incidents can be greatly reduced. 
SuperSalon does have some reports listed below that can help track 
inventory shrinkage with the accuracy our clients have come to trust 
over the years.

Proof of Inventory Report: This report is located in the Retail section 
of the Reports tab, and when generated by date range, it can show 
ALL inventory adjustments made in that given amount of time. It 
will display these values as a dollar amount, giving a better view of 
potential lost revenue.
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Return Ticket Detail Report: All product returns are displayed in this 
report, also located in the Retail section of the Report tab. This re-
port can be useful in tracking clients who seem to return alot of retail 
items for reimbursement, and how much revenue they have taken 
from the bottom line by doing so.
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The Digital Age has connected humanity in ways our grandparents 
never thought possible, even in their weirdest pulp sci fi books that 
we all wished they’d kept. With this connection came a leveling of 
the economic playing field in that entrepreneurs suddenly had an 
inexpensive and world reaching medium in which to advertise and 
manage their businesses. 

With all boons come a bane, however, and criminals were also given 
a new medium in which to commit their nefarious activities. With 
complete anonymity, a lone hacker can wreak havoc on a business 
from several oceans and / or continents away. Customer data can be 
compromised, as well as other information that can spell disaster for 
an owner or franchisee.  

Luckily these sorts of attacks are actually quite rare but they do 
happen, and as longtime members of the tech industry, Rogers 
Software Development keeps this in mind with every SuperSalon 
update. We would also like to use the next part of this guide to show 
how we can help advise you on keeping your network safe, show how 
we keep your data safe, and show the importance of PCI compliance.

Securing Your Salon’s Network

The first step to ensure you never experience a breach is to 
set up your network with security in mind at the onset. The 
Implementations team from Rogers Software can help advise you 
on this from your initial setup and onsite training of SuperSalon, and 
those who have opted for support coverage can enjoy the advice of 
our professional Support department as well. Some things they will 
most likely advise you on are:
• Router security and passwords.
• Restricting Internet access for staff members.
• Maintaining a good firewall.
• The importance of antivirus applications and malware scanning / 

removal programs.
• Scheduling Windows and security programs to automatically up-

date behind the scenes.

If at any time, you feel you have questions in any of the above bullets, 
please be sure to contact us for clarification or other advice.
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SuperSalon’s Security Features

After making sure the salon’s network is secure, we take the next 
steps by offering our clients several layers of security that make sure 
all sales, client, and other critical data is safe and secure. With the 
newest versions of SuperSalon being our most secure ever, we offer 
our clients a host of advantages, such as:

Secure All Day Backups to the iOffice Cloud Management System: 
The SuperSalon PoS is set, by default, to back up all data and changes 
made to the system to iOffice in intervals that can be set anywhere 
from an hour to every ten minutes. This serves to compartmentalize 
important data, and provide a secure method in which to review and 
manipulate it.

Integrated Card Processing Solutions: Whether you need a solution 
for just gift cards, or an entire secure credit and debit card processing 
method, we are partnered with some of the most respected and 
secure companies in any industry. All methods we offer include end 
to end encryption, and are rated as PCI compliant.

Secure Remote Access: Clients with Support contracts can rest 
easy knowing that our Support department uses the highest rated 
software when connecting to client’s PC’s for remote troubleshooting.

These are just a few of the features offered to our clients to help 
keep their investment safe, and our Development department is 
always researching and crafting more. For more information on 
these, feel free to contact our Support department during business 
hours.

PCI Compliance: At a Glance and Available Options

Since being enacted by the Payment Card Industry for the purposes 
of protecting card holder data, the PCI-DSS compliance regulations 
have been a regular part of doing business for any merchant who 
wishes to process card based payments. 
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With the cost of an assessment usually starting at the $10,000.00 
mark in the event of a breach, and additional charges to a business 
owner potentially stacking into multiple hundreds of thousands of 
dollars, it’s easy to see how it’s better to be safe than sorry when it 
comes to these regulations.

SuperSalon itself has always been PCI compliant, and further we offer 
our clients three options with which to ensure all card transactions 
are protected, and free of worry.

Option One: Integrated Processing with Our Partnered Companies
• The most recommended option for increased security.
• The cost is approximately $100 each for the encrypting readers.
• Is provided through SecureNet and First Data.
• System is fully integrated into PoS.
• Supports some gift card offerings such as SVS.
This is the most practical solution. Offers low cost, high security and 
convenience of an integrated solution. Instead of adding layers of 
security to protect card data, this system encrypts the data before 
it enters the PoS system or the network. This encrypted data is 
unusable to thieves. 

Option Two: Stand Alone Card Terminals
• Also recommended, though less so due to non-integration.
• The cost is negotiated by your preferred processor.
• Comes with a higher cost than encryption and required double 

entry, but extremely secure and reliable.
• Must be programmed to accept gift cards.
Stand-alone terminals bypass computer completely and typically 
removes computer completely from PCI. Less convenient than 
integrated as transactions must be entered twice, (into the terminal 
and the POS) terminal must be reconciled against the POS, and more 
desk space is used. On the upside, if computer fails, terminals will 
often still work.

Option Three: Non-Encrypted Processing through PC Charge
• Not recommended.
• Seriously, don’t do it.
• Cost is low on the installation end, but high on the security end.
• Requires a signed disclaimer from the owner of the account to 

absolve RSD of any responsibility when using this method.
• Supports some gift card offerings.
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Runs raw (readable) card data through your POS computer and 
network. This means that you have to follow all PCI rules to keep data 
safe. These include (but not limited to) a hardware firewall, two-factor 
remote access and all software including the operating system and 
anti-virus must be up to date and running. We think the true cost is 
about $200 per month per POS system. Further, Windows XP is no 
longer supported by Microsoft. This means it will automatically be 
non-compliant if card data passes through the POS computer or a 
shared network.

It should also be noted that clients who select Option Three can enjoy 
the following extended services, if they so wish.
• Breach insurance at $6.95 per month .
• PCI compliant two-factor login $10 per month.
• System monitoring $10 per month.
• Spacenet managed hardware firewall $130 per month.
• System checkup $25 per checkup.
• Quarterly network scans. Heartland & 403labs put together a deal 

for PCI security scans for a very low cost.

On Social Engineering

A business that is serious about security should always be aware that 
there are several ways an attack can manifest besides just remotely 
breaching a computer system.  Hollywood and the media love to 
perpetuate the stereotype of hackers with an almost supernatural 
connection to technology which allows them to enter any system on 
the planet with the same ease you and I would have walking through 
an open door.  

The truth, however, is that more system breaches take place due 
to human carelessness than technical mojo.  Network Security 
professionals refer to this as “social engineering”. You can have the 
most state of the art security programs and firewalls in place, but 
if your staff are not properly trained, or if there is no training in 
security procedures at all, your business is at risk.
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One hypothetical example of an attack utilizing social engineering 
would be a manager receiving a phone call from someone claiming 
to be from the corporate head office, or other offsite authority figure. 
The caller tells the manager in a hurried tone that their PoS is not 
uploading correctly, and that they will need the router password to 
fix the issue. The manager being busy themselves, reads off the pass-
word, is thanked by the caller, and then goes about their daily tasks 
as normal. Later that night, their system is breached, and client data 
is compromised.

This form of social engineering based attack is very effective, and 
has been in use for several years. The attacker isn’t so much of a 
“computer wiz” as they are a con artist, but the damage they are 
capable of is just as catastrophic. Below are three steps you and your 
staff can take to ensure this never happens.
• Have a staff policy that clearly dictates what is discussed over the 

phone, as most social engineering attacks take place through this 
medium.

• Limit knowledge of device and system passwords to only the most 
trusted staff, and SuperSalon’s “Owner” password should only be 
known by the actual business owner.

• Consult with Rogers Software Technical Support in the event of 
any suspicious requests for secure information.


